HNudopmannonHasi naMaTKa JJs 00y4aIOLIUXCH [JIs1 pa3MelleHus Ha 0pUIHATbHBIX
HHTEPHET- pecypcax

C KaXIbIM TOJOM MOJIOJIKH B MHTEPHETE CTAHOBHUTCS OOJbBIIE, a IIKOJBbHUKH OIHU U3
CaMbIX aKTMBHBIX IOJIb30Barenel PyHera. Mexay TeM, IIOMHUMO OIPOMHOIO KOJIMYECTBA
BO3MOJKHOCTEH, HHTEPHET HECeT M MpoOiIeMbl. DTa MmaMATKa JI0JDKHA ITOMOYb Tebe Oe30macHo
HAXOJIUTHCS B CETH.

KomnbioTepHble BUPYCHI

KomnbroTepHBIit BUPYC - 3TO Pa3HOBUAHOCTb KOMITBIOTEPHBIX MPOTPaMM, OTIHYHTEIBHOMN
0COOEHHOCTBIO KOTOPOH SIBIISIETCSI CIIOCOOHOCTh K Pa3MHOXKEHHIO. B J0NOJIHEHHE K 3TOMY,
BUPYCHl MOTYT TOBPEOUTh WM TIOJHOCTBIO YHUYTOXUTH Bce (ailibl W JaHHEIE,
MOJAKOHTPOJIbHBIE MOJIB30BATENI0, OT UMEHH KOTOPOro Oblila 3alyllleHa 3apa)XxeHHasi Iporpamma,
a TaKkKe TOBPEIUTh WM AK€ YHHUTOXUTH ONEPAMOHHYIO CHCTEMY CO BCeMH Qaifamu B
1enoM. B 6obIIMHCTBE CiTydaeB pacpOCTPaHSIOTCS BUPYChl Ye€pe3 UHTEPHET.

MeTop! 3aIUTH OT BPEIOHOCHBIX IMPOTPaAMM:

1. Hcnone3yili COBPEMEHHBIE OINEPALMOHHBIE CUCTEMbI, MMEIOIINE CEPHE3HBIN YpPOBEHB
3alIUTHI OT BPEJIOHOCHBIX MTPOTPaMM;

2. llocrosstHHO ycraHaBiauBail mayTu (UKMGPOBBIE 3aMJaTKH, KOTOpbIE aBTOMAaTHYECKH
YCTaHaBIMBAIOTCA C ILEJNbI0 J0pabOTKH MporpamMmbl) W JIpyrue OOHOBIIEHHS CBOEH
onepanuoHHOM cucteMbl. CkaunBail uX TOJIbKO ¢ ounmanbHOro caita paspadorunka OC. Ecnu
CYIIECTBYET PEKHUM aBTOMATHYECKOTO OOHOBIIEHUS, BKIIIOUH €T0;

3. Paboraif Ha cBoeM KOMITBIOTEpE MO TIpaBaMu IOJIH30BATENs, a HE aIMUHUCTpATOpa. DTO
HE TO3BOJIUT OOJBIIMHCTBY BPEJOHOCHBIX IPOTrpaMM HMHCTAUIUPOBAThCS HAa TBOEM
MEPCOHATBHOM KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBHPYCHBIE MPOTrpaMMHBIE MPOIAYKThI HM3BECTHBIX MPOU3BOJUTENICH, C
aBTOMAaTU4YECKUM OOHOBIIEHHEM 0a3;

5. Orpanuypb pU3NUECKUN JOCTYII K KOMIIBIOTEPY JUIsl IOCTOPOHHUX JIUIL;

6. Vcrnonp3yil BHemIHUE HOCUTENH WH(OpMAalLUM, Takue Kak ¢uienika, AUCK Uiau Qailn u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HICTOYHHUKOB;

7. He oTkpbIBaii KOMIIBIOTEpHBIE (aiiiibl, OJyYCHHBIC U3 HEHAJIS)KHBIX UCTOUYHHUKOB. [laxe
Te (hailiibl, KOTOPbIE PUCIal TBOM 3HAKOMBIN. JIyuIie yTo4HH y HETro, OTHPAaBIIsI U OH Tebe ux.

Cerun WI-FI

Wi-Fi - 310 He Buj mepeaayn TaHHBIX, HE TEXHOJOTHS, a BCEro JIMIIb OpeH, Mapka. Eie B
1991 rony mupaepnanickas kommanusi 3apeructpuponana Opena "WECA", uro obo3Hauano
cinoBocouetanue "Wireless Fidelity", koTopslii mepeBoauTCs Kak "OecpoBOAHAsS TOUHOCTD'".

Jlo Hamero BpeMeHM Jouuia japyras ab0OpeBHarypa, KOTOpas sBISETCS TakoM ke
TexHosiorueil. 1o abopeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO JaHO C HAMEKOM Ha CTaHAAPT
BhIciell 3BykoBoit TexHuku Hi-Fi, uto B nmepeBoje o3HauaeT "BbICOKAs TOUHOCTB'.

Jla, GecriaTHbI MHTEPHET-IOCTYN B Kade, OTEIsIX M a’pornoprax sBISETCS OTIMYHON
BO3MO’KHOCTBIO BBIX0/1a B HHTepHET. HO MHOTHE AKCIIEpPThI CYUTAIOT, YTO 001IeA0CTyHbIe Wi-
Fi cetu He aBnsroTCS O€30MaCHBIMU.

CoBetsl 10 O€30MacHOCTH pabOTHI B 00mIe0CTYMHBIX ceTsix Wi-fi:

1. He nmepenasaii cBoto nuunHyto uHpopmarmio yepes odmenocrymnubie Wi-Fi cetu. PaGoras
B HUX, eJaTeIbHO HE BBOJUTH MAPOJIH JOCTYIIA, JIOTHHBI U KaKUe-TO HOMEPA;



2. Wcnonb3yilt n OOHOBIIS aHTUBUPYCHBIE HporpaMMbl M Opanamayep. TeM caMbIM TbI
o0e3omacuiib ceds OT 3aKaYKy BUPYyCa Ha TBOE YCTPOMCTBO;

3. Ilpu wucnonb3oBanun Wi-Fi ortkmoun ¢ynkuuio "OOmmii moctynm k Qaiinmam u
npuntepam". JlanHast (QyHKOMS 3aKphiTa MO YMOJYaHUIO, OJHAKO HEKOTOPBIE II0JIb30BATEIN
aKTUBUPYIOT €€ JJIsl y100CTBa UCI0JIb30BaHUS B paboTe UK yueoe;

4. He ucnonp3yit myonununsiii WI-FI 15 nepenaun nudHbIX JaHHBIX, HAIPUMED Ui BBIXOJa
B COIIMAJIbHBIE CETU WJIN B 3JIEKTPOHHYIO IOYTY;

5. Ucnonw3yit Tosbko 3amuiiennoe coenunenne uepe3 HTTPS, a ue HTTP, T.e. npu HaGope
BeO-apeca BBou uMeHHO "https://";

6. B moGunbHOM Tenedone oTkmoun GyHkuuio "lloaxmouenue k Wi-Fi aBromarnueckn".
He nomyckail aBTOMaTu4ecKkoro noak/ItoueHus ycrpoicrsa k cetsim Wi-Fi 6e3 TBoero cornacusi.

ConuanbHble ceTH

ConuanbHble CETH aKTUBHO BXOJST B HAIly KWU3Hb, MHOTHE JIIOAU Pa0OTAIOT U KUBYT TaM
nocrosiHHO, a B Facebook yxe 3aperucTpupoBaH MWUIHAPA YEJIOBEK, YTO SIBJISETCS OIHOU
celbMOM BceX JKHUTeNed IIaHeThl. MHOTHE MOJb30BaTeNM HE MOHUMAIOT, YTO WH(popMaius,
pa3MelieHHasl UMU B COI[MANIbHBIX CETAX, MOXKET ObITh HaliJleHa U MCIOJIb30BaHa KEM YroJIHO, B
TOM 4HCJIe He 0053aTeNbHO C OJIaruMU HAMEPEHUSIMH.

OcHOBHBIE COBETHI 110 OE30MACHOCTH B COLIMATIBHBIX CETAX:

1. Orpannyb CIUCOK Apy3eh. Y TeOs B APY3bsiX HE IOJDKHO OBITH CITy4alHBIX U HE3HAKOMBIX
IO,

2. 3amuinaii CBOIO YacTHYIO ku3Hb. He ykaspiBail maposu, TenedoHsl, aapeca, AaTy TBOETO
POXKIEHUS U APYrylo JUYHYI0 WHGOpPMaLHo. 3T0YMBIIUICHHUKH MOTYT HCIIOJIb30BaTh Jake
MH(OPMALIHIO O TOM, KaK Thl ¥ TBOM POJIUTENHN TUIAHUPYETE MPOBECTU KaHUKYJIBI,

3. 3amuiail CBOIO PEIyTaIHIo - IEPKH €€ B YUCTOTE U 3a7aBaii cede BOMPOC: XOTeN OBl THI,
4yTOOBI ApPYyrue MOJb30BaTEeNM BHUJAEIH, YTO Thl 3arpyxaems? [logymaii, mpexiae uyeM 4YTo-TO
OMyOJIMKOBATh, HAMKCATD U 3arPy3UTh;

4. Ecnu Tl TOBOPHUIII C JIFOJIbMU, KOTOPBIX HE 3HACIIb, HE HCIOJIb3yi CBOE peallbHOE UMS U
JPYTyIO0 JIUYHYIO HHPOPMAIUH: UMsI, MECTO KUTEIbCTBA, MECTO y4eObl U Mmpouee;

5. U3beraii pasmemenus ¢ororpaduii B UHTEepHETE, IIe THl M300pakKeH HA MECTHOCTH, 10
KOTOPOIl MOXHO OTIPEIEeTUTh TBOE MECTOTOI0KEHHUE;

6. Ilpu peructpauuu B COLMAIbHOW CETH HEOOXOIMMO HCMOJIb30BATh CIOXKHBIE MAPOIIH,
cocrosiue U3 OyKB ¥ QP U C KOJTUIECTBOM 3HAKOB HE MEHee §;

7. Jns couuanbHOM CETH, MOYTHI M JIPYTMX CAMTOB HEOOXOAMMO MCIIOJBb30BAaTh pa3HbIC
naponu. Torga eciau Te0s B3IOMAIOT, TO 3JIOYMBIIIICHHUKU TOTYYaT JOCTYI TOJBKO K OJHOMY
MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHBIE ICHbIH

DNEeKTPOHHBIE JEHBI'M - 3TO OYEHb YAOOHBIH CIOCOO IUIaTeXel, OJHAKO CYIIECTBYIOT
MOILIEHHHUKH, KOTOPBIE XOTAT NOJYYUTh 3TU ACHBIH.

ONEKTPOHHBIE ACHBIM MOSIBIWINCH COBCEM HEJAaBHO M MMEHHO H3-3a 3TOTO BO MHOTHX
rocyzapcTBax A0 CUX IOP HE MPOIMCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (PYHKIIMOHUPYIOT U O HUX YK€ IPOMHMCAHO B 3aKOHE, TJI€ UX Pa3JeIioT
Ha HECKOJIBKO BUJIOB - aHOHMMHBIE U HE aHOHMMHBIE. Pa3HuIa B TOM, UTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX paspemaercs MPOBOAUTH omepauuu 0e3 WACHTU(HUKAIMKU [0JIb30BaTeNs, a B
HEaHOHUMHBIX HIEHTH(UKALINS OJIB30BaTENs ABISIETCS 0053aTEIbHOM.



Taike crenyer pasznuyaTh SIIEKTPOHHBIC (HATHBIE JCHBI'H (PaBHBI TOCYAApPCTBEHHBIM
BaJIOTaM) M JIEKTPOHHBIC He(praTHBIE IEHBIU (HE paBHBI TOCYJAPCTBEHHBIM BAJIOTaM).

OcHOBHBIE COBETHI IO O€30MaCHO# paboTe C NEKTPOHHBIMH JJCHbIaMHU:

1. IpuBsoku K cyery MOOWIBHBIN TenedoH. DTo camblii yHOOHBIM M OBICTPBIA CIIOCOO
BOCCTAaHOBHTH JIOCTYN K cuery. l[lpuBsizanHbId TenedoH MOMOXET, eciu 3alynems CBOM
IJIATEKHBIN MapoJib WK 3alJEIIb HA CAUT C HE3HAKOMOTO YCTPOICTBA;

2. Ucnonw3yit ogHopaszoBbie mapoiiu. [locne mepexona Ha YCUJIGHHYIO aBTOpHU3alMIO TeOe
yKe He OyJIeT yrpoKaTh OMAacHOCTh KPaXKH WM TIepexBaTa IIaTeXHOTo MapoJis;

3. BeiOepu cnoxHbIi mapoib. IlpecTynmarkaM OyaeT He IPOCTO YraaaTh CIOKHBINA MapoJib.
Hanexxuble maposu - 3TO mapoju, KOTOpbIe CoJepkaT HE MEHee 8 3HAKOB M BKIIIOYAIOT B ceOs
CTpPOYHbIE U HPONHUCHbIE OYKBbI, HU(PBl U HECKOJHKO CHUMBOJIOB, TaKW€ Kak 3HaK J0JuIapa,
¢byHTa, BOCKIMIATEIbHBIN 3HAK U T.11. Hanpumep, $tROng!;;

4. He BBOM CBOM JIMYHBIE JJaHHBIE Ha CaliTaX, KOTOPHIM HE JI0BEPSIEILIb.

DJIeKTPOHHAA MOYTA

DNeKTpOHHAas MOoYTa - 3TO TEXHOJIOTHUS U MPEJOCTaBISIEMbIE €10 YCIYI'M MO0 MEPEChUIKE U
MOJIYUYEHHUIO JJIEKTPOHHBIX COOOIIEHUI, KOTOpbIE pachpeensioTcs B KOMIBIOTEPHOUN CETH.
OO6bruHO BIEKTPOHHBIN MOYTOBBII SITITAK BBITIISIUT CIIETYIOIINM obpazom:
UMs_TIOJIb30BaTENSI(@UMS_JTOMeHa. Takke KpoMme IepeJayd MpoCTOro TeKCTa, HMeeTcs
BO3MOXHOCTH TlepeiaBaTh (ailsibl.

OCHOBHBIE COBETHI IO O€30TaCHOM PadOTE C AMEKTPOHHOMN MOYTOM:

1. Hamo BBIOpaTh MpaBWIIBHBINA MMOYTOBBIM CEpBHC. B MHTEpHETE €CTh OTPOMHBIN BHIOOD
OecCIJIaTHBIX MMOYTOBBIX CEPBHCOB, OJTHAKO JyYIlle JOBEPATh TEM, KOrO 3HAClllb U KTO MEPBHIN B
pEUTHHTE;

2. He ykaspiBail B JWYHOW mouTe JWYHYIO0 HHpopmanuio. Hampumep, smydimie BrIOpaTh
"My3bIKasIbHBIN (haHaT@" uam "pok2013" BmecTo "Temal3";

3. Hcnonb3yil NBYXATAlHYI0 aBTOPHU3ALMIO. DTO KOTJa MOMHMO Mapojs HYKHO BBOJUTH
KOJI, IPHUChIJIaeMbIil I0 SMS;

4. BwiOepu cinoxHbId Taposib. [ Kaxaoro mOYTOBOTO SIIMKAa JODKEH OBITh CBOU
HAaJIC’)KHBIM, YCTOMYUBBINA K B3JIOMY NApOJIb;

5. Ecnu ecTh BO3MOXKHOCTH HAaNKCaTh CaMOMY CBOW JIMYHBIA BOIPOC, HCIOJB3YH 3Ty
BO3MOYHOCTb;

6. Hcnonb3yii HECKOJBKO TOYTOBBIX SIIMKOB. [lepBbIN [UIsi 4YacCTHOW TMEpEenucKu ¢
azipecaTaMM, KOTOPBIM Thl JOBepsellb. JTO IIEKTPOHHBIA aJpec HE HAJ0 HCIOJb30BaTh IPH
peructpanuu Ha Gopymax U caTax;

7. He oTkpbIBail (aiifibl U Apyrue BIOKEHHS B MHCbMaXx, Ja)Ke €CIIM OHU MPHIILIH OT TBOUX
npy3eit. Jlydine yTouHu y HUX, OTIPABIISUIM JIM OHU TeOe 3T (aiiisl;

8. [Tocne okoHuaHUs pabOTHI Ha OYTOBOM CEpPBUCE MEPE]] 3aKPHITHEM BKIAJIKUA C CAUTOM He
3a0ynp HaxaTh Ha "Beiitu".

Ku0epOyJuIMHT WM BUPTYAJIbHOE H31€BATEIbCTBO

KubepOynnuar - mpeciieioBaHHe COOOIICHUSAMH, COJECPKALIMMU OCKOPOJIEHHs, arpeccuro,
3alyruBaHue; XyJIUTaHCTBO; CONMaIbHOE OOMKOTHPOBAHHME C TIOMOIIBIO PA3TMYHBIX MHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI IO OOPHOE ¢ KUOEPOYIIITUHTOM:



1. He Opocaiics B 6oii. JIy4qmmii crioco6: mOCOBETOBATLCS KaK ce0sl BECTH H, €CIIM HET TOTO,
K KOMY MOXXHO oOOpaTuTbCi, TO BHaudajie YCIOKOMThCA. Eciu Tbhl HayHellb OTBEYATh
OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO e11ie O0JIbIIe Pa3oiOoKenlb KOH(IHKT;

2. Ynpaisiii cBoeil kubeppernyraimeii;

3. AHOHMMHOCTh B ceTH MHHUMas. CyIIecTBYIOT CIOCOOBI BBISICHUTB, KTO CTOUT 3a
AHOHMMHBIM aKKayHTOM;

4. He cTouT BecTH XyJIuraHckuid oOpa3 BUpPTyanbHOH >ku3HU. MHTEpHET (QUKCHpyeT Bce
TBOM JICUCTBUSI M1 COXPAHAET UX. Y IaJUTh UX OyAeT KpailHe 3aTpyTHUTEIBHO;

5. Cobmro1aii CBO¥O BUPTYaTbHYIO YECTh CMOJIOJY;

6. Urnopupyit equHuuHblii HeratuB. OIHOpPA30BblE€ OCKOPOUTEIbHBIE COOOIICHUS JIydllle
urHopupoBaTh. OObIUHO arpeccus MpeKpaliaeTcsi Ha Ha4aJbHOM cTaauy;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSMHU, B COIMAIbHBIX
CETSIX €CTh BO3MOKHOCTb OJIOKHUPOBKH OTIIPaBKU COOOILIEHUH C ONPEIETIEHHBIX aJpECcOB;

8. Ecmm T1b1 cBugerenr kubepOymivHra. TBou JeHCTBUS: BBICTYNUTh IPOTHUB
npecieaoBaress, Moka3arb €My, 4TO €ro JEeHCTBHUS OLEHUBAIOTCS HETraTUBHO, MOJAJEPkKaTh
KEPTBY, KOTOPOM HyKHa TIICUXOJIOTHYECKas TIOMOIlb, COOOUIUTH B3pPOCIBIM O (daKTe
arpecCUBHOTO MOBEJCHUS B CETH.

MooOuunbHblii Tej1e)OH

CoBpemenHble cMapTHOHBI U IIJIAHIIETHI COIepKaT B ceOe BIIOJHE B3pOCIbI (YyHKIIMOHAM,
U TElepb OHM MOTYT KOHKYPHPOBAaThb CO CTALIMOHAPHBIMH KOMIBbIOTEpaMH. OIHAKO, CPEICTB
3alIUTHI AJIs NOJOOHBIX YCTPOMCTB MOKa OY€Hb Majo. TecTHpOBaHUE U MOUCK yA3BUMOCTEH B
HUX HPOMCXOJUT HE TaK MHTeHCUBHO, Kak ans IIK, To ke camoe kacaerca M MOOMIBHBIX
MPUIIOKEHUH.

CoBpeMeHHbIE MOOWIIBHBIE Opay3epbl yxkKe MPAKTHUECKH JOTHAJIM HACTOJbHbBIE aHAJIOTH,
OJIHAKO paciiupeHue (yHKLIMOHAjJa BjE€YeT 3a COO0OH OOJBLIYIO CIOKHOCTh U MEHBILIYIO
3aIUIICHHOCTD.

Jlaneko He Bce MPOU3BOAMTENM BBITYCKAIOT OOHOBJIEHHUS, 3aKpPbIBAIOIIME KPUTUYECKUE
YSI3BUMOCTH JJIS1 CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI 1151 0€3011aCHOCTH MOOHIIBHOTO Tele(oHa:

Huuero He sBisiercs mo-HacrtosueMmy OecriaTHbIM. byab ocTopoxeH, Benp Korga TeOe
IpeUIaratoT OeCIUIaTHbIA KOHTEHT, B HEM MOTYT ObITh CKPBIThI KAKME-TO IIJIaTHBIE YCIIYTH;

Hymaii, npexzae ueM otnpaButh SMS, poTo miun Buzieo. Tsl TOYHO 3HaElIb, 1€ OHU OYIyT B
KOHEYHOM uTOre?

Heo0x011M0 0OHOBIIATE ONEPALMOHHYIO CUCTEMY TBOETO cMapTHOHa;

Hcnonb3yit aHTUBUPYCHBIE TPOTPaMMBI JJ1s1 MOOMIIBHBIX TeNEe(OHOB;

He 3arpyxaill npuiaoeHuss OT HEU3BECTHOTO MCTOYHMKA, BEJb OHU MOTYT COJEP)KaTh
BPEIOHOCHOE NMPOrpaMMHOE 00ecTIedeHue;

Ilocne Toro kak Thl BBIAAEHIL C caiiTa, I/ie BBOJAMJ JHMYHYIO HH(MOpMaIuio, 3aiiiu B
HacTpoiiku Opaysepa u ynanu cookies;

[leproauuecku MpoBepsAid, KaKUe IUIATHBIE YCIYTH aKTUBUPOBaHbI HA TBOEM HOMEPE;

JlaBaii cBOIi HOMEp MOOHJIBHOTO Tele(OHa TOJIBKO JIOASM, KOTOPBIX Thl 3HACHIb U KOMY
JOBEPSEIID;

Bluetooth nosmxen ObITh BBIKIIIOYEH, KOT/Ia Thl UM HE MoJib3yelibcs. He 3a0biBaii mHOT A
IIPOBEPSATH ATO.



Online urpsi

CoBpemMeHHbIE  OHJIAHH-UTPBl - 3TO KpacodHblE, 3axBaTbIBAIOLINE pa3BICUYECHMUS,
00BETMHSIOINE COTHU THICSY YEJIOBEK MO BceMy MHpY. Wrpoku MccienytoT NaHHBIH UM MHP,
o0MIal0TCs APYT € APYrOM, BBITIOJMHSIOT 3aJlaHMsl, CPAKAIOTCSA C MOHCTPAMH U TIOJIYYarOT OIIBIT.
3a ylOBOJIbCTBUE OHHU IUIATAT: MOKYNAIOT JUCK, OIUIAYMBaIOT a0OHEMEHT WM IpUOOpETaroT
KaKHe-TO OILHUU.

Bce atu cpeacTBa uayT Ha Nojiep>KaHKue U Pa3BUTHE UTPhI, a TAKXKE HAa caMy 0€3011aCHOCTB:!
COBEpPILEHCTBYIOTCS CUCTEMBI aBTOPH3AIMH, BHIITyCKAIOTCS HOBBIC MaTud (IH(POBBIE 3arIaTKH
JUI IPOTPaMM), 3aKpPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B monoGHBIX Urpax CTOUT OmacaTbCsi HE CTOJBKO CBOMX COINEPHHKOB, CKOJIBKO KpaXkKH
TBOETO NapoJisi, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALMU OOJIBIIMHCTBA UTP.

OcCHOBHBIE COBETHI 10 OE30MACHOCTH TBOETO UTPOBOTO aKKAYHTA!

1. Ecnu npyroit urpok BeAeT cedsl II0X0 WM CO3JaeT Te0e HEMPUITHOCTH, 3a0JI0OKUPYil ero
B CIIUCKE UI'POKOB;

2. Iloxamyiics agMUHHACTPATOpaM MIPbl Ha IUIOXO€ MOBENCHHUE ITOIO MIPOKA, XKEIATEIBHO
MIPUJIOKUTH KaKHe-TO JI0Ka3aTeIbCTBA B BUI€ CKPUHOB;

3. He yka3biBaii ntuuHyto uHGopMaluio B podaiine urpsl;

4. YBaxay Ipyrux y4aCTHUKOB I10 UIPE;

5. He ycranaBnuBaii Heo(puIHaIbHBIE TTATYH W MOJIBI;

6. Mcrionb3yi CIIOKHBIE U Pa3HbIE MAPOJIH;

7. Jlaxxe BO Bpems Urpbl HE CTOUT OTKIIOYaTh aHTuBUpYyc. [loka Tkl urpaemb, TBOI
KOMITBIOTEP MOT'YT 3apa3uTh.

@OUIIMHT WIM KPaXKa JUYHBIX JAHHBIX

OObIYHOM KpaXkel JeHeTr U JTOKYMEHTOB CEroJHs y»K€ HUKOrO He YAUBHIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUI 3JIOYMBIIIJICHHUKA TE€PEMECTUIINCh B HHTEPHET, U MPOJOJIKAIOT
3aHUMATHCS "TFOOUMBIM" HEJIOM.

Tak mosiBuiach HOBas yrpo3a: WHTEPHET-MOILIEHHHYECTBA WM (DUINMHI, TJIaBHAs Ielb
KOTOPOTO COCTOMUT B MOJIyY€HUU KOHGUICHIMAIBHBIX JAHHBIX MOJB30BaTENCH - JIOTHHOB H
naposieir. Ha anrnumiickom si3pike phishing untaercs kak ¢umunr (ot fishing - peiOHas 0B,
password - mapoiis).

OcHoOBHBIE COBETHI 110 60pbOE ¢ PUIIUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciiu Thl mojo3peBaelib, 4TO TBOS aHKeTa Oblia B3JIOMaHa,
TO HE0OX0IMMO 3a0JIOKUPOBATH €€ U COOOIIUTh aJJMUHICTpATOpaM pecypca 00 3TOM Kak MOXKHO
cKopee;

2. Ucnonp3yit OezonacHble BeO-CalThl, B TOM YHCIIE, UHTEPHET-Mara3uHOB M MOMCKOBBIX
CHCTEM;

3. Hcnonb3yil cioxHble W pasHble maponu. Takum oOpazom, eciu TeOs B3JIOMAlOT, TO
37I0YMBIIIJICHHUKH MOJTy4aT AOCTYH TOJBKO K OJTHOMY TBOEMY MPO(UIIIO B CETH, a HE KO BCEM;

4. Ecnu TeOs B31OMalld, TO HEOOXOAMMO MPEIYNpPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpPbIE
no6aBiieHb! y T€O0S B IpY3bsX, O TOM, YTO TeOs B3JIOMAJU U, BO3MOXHO, OT TBOETO UMEHH Oy/eT
pacchlIaThCs CIlaM M CCHUIKM Ha (PUIIMHTOBBIE CANUTHI;

5. Ycranosu HanexHsbli nmaposib (PIN) Ha MoOHIIBHBIHN TenedoH;

6. OTKIIIOYM COXpaHEHHe Maposisi B Opaysepe;



7. He oTkpbIBaii (aiifibl U pyryue BIOKEHHS B MHCHMaX, JaKe €CIIM OHU MPUIILIIN OT TBOUX
npy3eit. Jlydine yTouyHu y HUX, OTIPABIISUIA JIM OHU TeOe 3TH (PaiiIbL.

u¢posas penyranus

Hudposas pemyramusi - 3T0 HEraTUBHAs WJIM MO3UTHBHAs HH(opMamus B cetu o Tede.
Kommnpomerupytomast unpopmanus, pa3MelieHHas B UHTEPHETE, MOXKET CEpPbE3HbIM 00pa3oM
OTpa3uThbcs Ha TBOEH peanbHOU Xu3HU. "Lludposas pemyranus” - 3T0 TBOH UMUK, KOTOPBIA
dopmupyercs u3 napopMarum o Tede B MHTEPHETE.

TBoe MecTO JKUTENbCTBA, Y4eObl, TBOE (PMHAHCOBOE IMOJIOKEHHE, OCOOCHHOCTH XapakTepa U
pacckasbl 0 OJTM3KHX - BCE 9TO HAKAIUIMBACTCS B CETH.

MHorue HoapOoCTKH JIEFKOMBICIEHHO OTHOCATCA K IMyONMKalMM JTUYHOM HH(pOpMaluu B
WHuTepHere, HE MOHMMAas BO3MOXKHBIX MOCIEACTBUM. ThI 1axke HE CMOXKEIb JIOraJaThCs O TOM,
yto (poTorpadus, pasmerieHHas 5 JeT Ha3a/l, cTajla IPUYMHON OTKa3a NPUHATH TeOs Ha paloTy.

KomMmeHnTapuu, pazmenienue TBoux ¢gororpaduil U Ipyrue IeHCTBUS MOTYT HE MCUE3HYTh
Jla’ke MOCJIe TOT0, KaK Thl UX yJaIulIb. Thl HE 3Haelllb, KTO COXpPaHUJ ATy HH(POpPMaLKIO, Iornana
JU OHa B TMOMCKOBBIE CHUCTEMBl M COXpaHHWJIACh JIM OHA, a IJIABHOE: YTO MOAYMAlT O Tebe
OKPYXKAIOIIKE JIFOAW, KOTOPbIE HAWIYT W YBUIAT 5T0. Haiitn mHbOpMAIO MHOTO JIET CIyCTS
CMOJXET JI000HM - Kak U3 J0OphIX MOOYXIEHWH, TaK U C HaMEpPeHHEeM MPUYUHUTH Bpea. JTo
MOXET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aIUTE HU(POBON peryTaluu:

1. Tlomymaii, mpexae 4eM 4YTO-TO NyOIMKOBAaTH M TepenaBaTh y cebs B Oiore wid B
COITMAIBLHOM CETH;

2. B mHactpoiikax npoduisi yCTaHOBH OT'PAHUYCHHUS HA MPOCMOTP TBOETO Npoduiis u ero
COAEP)KUMOTO, CIIeTal €ro TOJbKO "yist apy3en';

3. He pa3memaii 1 He yka3biBail HH(OPMAITHIO, KOTOPask MOKET KOT0-JIM00 OCKOPOJIATH UITH
00MXKaTh.

ABTOpCKOE NIPaBo

CoBpeMeHHbIE MIKOJIBHUKHM - aKTHBHBIE IM0JIb30BaTEIN HU(POBOro mpocTpaHncTBa. OgHAKO
JlaJIeK0 He BCE 3HAIOT, YTO MOJb30BaHHE MHOTUMH BO3MOXKHOCTSMH IU(GPOBOr0 Mupa TpedyeT
coOI0IeHU MTPaB Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMun "WHTeIIEKTyallbHass COOCTBEHHOCTBH"' OTHOCUTCS K PAa3lUYHBIM TBOPEHUAM
YeJI0BEYECKOro yMa, HauWHas ¢ HOBBIX M300pETeHH U 3HAKOB, 0003HAYAIOUINX COOCTBEHHOCTD
Ha TMPOAYKTHl M YCIyrd, U 3aKaHuyuBas KHUTamu, ¢ororpadusiMu, KUHODUIBMAMHU U
MY3bIKAJIbHBIMU [TPOU3BEICHUAMM.

ABTOpCKHE TIpaBa - 3TO MpaBa Ha MHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IMPOW3BEICHUS
HayKH, JIATEPATypbl U UCKYCCTBA. ABTOPCKHE IpaBa BBICTYNAIOT B KAYECTBE TAPaHTUH TOTO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUN TPyA aBTOpa He OyJIeT HampacHbIM, JIaCT €My CIIpaBelIMBbIE
BO3MO’KHOCTH 3apaboTaTh Ha pe3ysibTaTaX CBOEro TPyJa, NOJYYUTh U3BECTHOCTb U MPU3HAHUE.
Huxkro Ge3 paspemieHust aBTopa He MOKET BOCIIPOU3BOIUTH €r0 MPOU3BEIEHUE, PACIIPOCTPAHSATD,
nyOJIMYHO JEMOHCTPUPOBATh, IpPOJaBaTh, MMIIOPTUPOBATh, IyCKaTb B IPOKAaT, MyOJINYHO
UCTIOJHATD, TOKA3bIBaTh/UCIIONHATH B dHpe UK pa3meniaTs B IHTepHeTe.

Hcnonp3oBaHue "MUpaTckoro" MporpaMMHOTO OOeCreyeHHs MOXKET NMPHUBECTH K MHOTUM
pUCKaM: OT MOTEpU AAHHBIX K TBOMM aKKayHTaM J0 OJOKMPOBKH TBOETO YCTPOWCTBa, I/e
yCTaHOBJIEHa HeJeranbHas nporpaMMa. He cTOUT Takxke 3a0bIBaTh, UTO CYLIECTBYIOT JIeTallbHbIE
1 OecruiaTHbIE MPOrPaMMbl, KOTOPbIE MOYKHO HAMTH B CETH.



O noprane

CeteBnuoK.p¢ - TBOH IJIaBHBII COBETYHK B CETH. 31€Ch Thl MOXKEIIb Y3HATH O OE30MaCHOCTH
B CCTH IMNOHATHBIM MW JOCTYHNHBIM SA3BIKOM, a IPU BO3HHUKHOBCHHUU KpHTI/I‘{eCKOfl CUTyaluu
0o0paTUThCS 32 COBETOM. A TaKKe NMPUHATH YyJ4acTHE B KOHKypcax M CTaTb CaMbIM IIH(POBHIM

rpaXxaaHUHOM !



